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Introduction

]oel Crane, cwna, cwar

Human Interface (Training and Support)
Contact: support.metageek.com

Twitter: @FuelCellWiFi



Housekeeping

Questions?

Feel free to use the Question tool If you have a
question or comment that relates to the presentation

Audio or Video Problems?

If you experience audio or video problems, it's not you.
It's me. Let me know with the question tool.
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Webinar Recording

This webinar will be available for offline viewing
within 24 hours of the end of the presentation.

Search for Wireless Packet Analysis Webinar on our
knowledgebase at: support.metageek.com
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Dual-Band Wi-Fi

2.4 GHz (802.11b/g/n) 5 GHz (802.11a/n/ac)

Greater Range (~300 ft) « Lower Indoor Range (~90 ft)

Universal Compatibility » Limited Compatibility (a/n/ac)

Congested with Wi-Fi _
* 24 non-overlapping channels

Plagued by non-Wi-Fi interference

3 non-overlapping channels
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2.4 GHz Channels

20 MHz Wide

5 MHz Between Centers
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Half-Duplex
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Half-Duplex

Acknowledgment
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Taking Turns

The more devices on the channel, the less time left to talk

%
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Slow Talkers

Slower conversations take more time

%
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Types of Interference

Co-Channel Adjacent-Channel Non-Wi-Fi

Microwave

Analog
“ Camera

Cordless
Phone

Every client and access Evi?xtcéi:':/::li acic:ss Non-802.11 devices
point on the same channel hp ek PpIng ) compete for medium
competes for time to talk. ~ ¢hanne stah over eac access.

other.

&e’rageek



Wi-Fi Scanner

Adjacent Channel Co-Channel Open Channel
(Worst) (Better) (Best)
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Spectrum Analyzer
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Packet Analysis

All activity from AP’s,
laptops, tablets,

smartphones Smartphones

MAC addresses of
wireless clients

Tablets
Laptops

Utilization of each 802.11 Access Point
station

Retransmission

percentage by client 802.11 Channel

Data rates for wireless
clients
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Different Tools for Different Jobs

Adjacent-Channel Non-Wi-Fi Co-Channel

metageek -n;me’rageek
analyzer EyeP.A.

OFFICE +

metageek

SPY
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Wireless Frame Types

Each frame type gets a unique color

MANAGEMENT FRAMES
V] Beacon
Probe Response
Probe Request
3 Fra m e Ty p e S : Reassociation Response
Reassociation Request
M Association Response
Association Request
Z Authentication
* Management e
g B Deauthentication
. Disassociation
B Other Management
CONTROL FRAMES
Block ACK
Block ACK Request
M ACK
CTS
B rTS
B rspoll
() D a ta B Other Control
V| DATA FRAMES
Data
Null Data
QoS Null
B QoS Data
Bl Other Data




Management Frames

WHAT THEY DO:
"Manage” stations joining and leaving wireless networks.
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Control Frames

WHAT THEY DO:

‘Control” the RF medium and aid in the delivery of
management and data frames.
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e« Data

« QoS Data

* Null Data
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Data Frames

WHAT THEY DO:
gher-level protocol data.

Carry h
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One AP/One Client Conversation

Frame is <
Assembled

Ch | Wait for Random
Not using IEEE 802.11 nanne Backoff Time
RTS/CTS Exchange idle?

No

Using IEEE 802.11
RTS/CTS Exchange

 eememeee i .............................

Transmit
—- Application
Data

l
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Multiple Stations

Random New Random
) Backoff Backoff
Station 1 NAV (7 Slots) (10 Slots)
Station 2 NAY ? ‘ ‘ ‘ | | Station Defers
F
S
Remaining
Random Backoff
Station 3 2asc|k o (2 Slots)
Station 4 NAV D Station defers, but keeps backoff counter (=2)
ation I Station sets NAV upon receiving RTS ¢
F
S S
Station 5 Station sets NAV upon receiving RTS
Station 6 Station sets NAV upon

receiving CTS, this station is
hidden to Station 1

DATA
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Packet Analysis Reimagined

How Eye P.A.Visualizes Data

- Time Graph

g
B Bronco-Guest '

- Multilayered Pie Charts ‘ | I

1 )
i

(Treepies) =

8.9 Mbps
1 Mbps

9,004,489

- Color Usage L

- Data Tables
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2.4 GHz Congestion

¥ Senao International Co., Ltd. ao.znt: ST

229776

1156 Mbps

L&A
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Video Streaming from same location.

aemgeek

13,.768.27 ms
2,759,369
10415

27
311
39%

Client-Level Analysis

Air Time:2199ms
Data Rate: 11 Mbps
Bytes: 1,649,698
Packets: 4,277
Retry: 37%



5 GHz Congestion

202133 ms
6537112
12,030

"~
£

43
9%

Client-Level Analysis

e Air Time: 1822.9
Data Rate: 51 Mbps
Bytes 6,446,778
Packets: 11,386
Retry: 9%

-
Senao International Co., Ltd. 8D:29:2€
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6446778

11386
.

Video Streaming from same location.
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Demo

O Eye PA. - C\Program Files (x86)\MetaGeek\Eye PA\SamplePcapfiles\iPads.pcap - O “

VISUALIZE

SSID [ 1% O ¢ [+ I
BadoN * €SS0 | FILTERS o _ ° -

AIR TIME
AIR TIME

Data Rates by Percentage

* Mogs

PACKETS b
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Free 7-day Trial

www.metageek.com/downloads

Free WireShark Color Profile
tinyurl.com/lbss2dy
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Pricing

me'l'ageek Capture with

AN AP, MAC,
Eye PA OR LINUX $499

t k Capture in Windows with
Ee o DA + RIVERBED . $1149
Ye . . AIRPCAP NX ($50 off)

AIRPCAP NX FEATURES

* Native Eye P.A. Support
» Capture full 802.11n
«802.11ac airtime calculations

«2x2 MIMO
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Questions?

]oel Crane, cwna, cwar

Human Interface (Training and Support)
Contact: support.metageek.com

Twitter: @FuelCellWiFi
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Thanks for Attending!



